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Name of the Goods Technical Description, Specifications, and Standards Comply/Not Comply

SSL Certificate for ARCHIVE System or equivalent (quantity 1 p )

1 License Duration Valid for a minimum of 3 years to ensure long-term security without frequent re
newals

2 Operating System Must be compatible with web servers hosted on both Linux (e.g., Nginx, Apach

Compatibility €) and Windows Setver (e g, 11S). - Should support automation tools like Certbot,

ACME or CA's native auto-renewal AP if applicable

3 Warranty Contificate must be genuine, directly issued by the selected CA. - Warranty by t
he CA for end-user protection against certificats mis-issuance. - Must include se
curity assurance against known vulnerabilities. - Includes vendor installation sup
port & technical assistance dunng the validity period. < Must provide 3-year wiry
anty on re«ssuance & technical help, ensuring continued HTTPS secunty and CA

validation

- Single domain Digital certificate for single fully qualifisd domain namse (archive mol s gov.af)
DVSSL Certificate Must support SHA-2 (SHA-256) hashing algonthm, « RSA 2048-bit or ECC

tie Curve Cryptography) 256/384-bit public key support. - X509 v3 compliam

(Ellip

Full compatibility with major browsers and mobiie platforms {Chrome, Firefox, Sa

tari, Edge. Androwd, 1OS), - Issued by a globally recognized Certificate Authority ~
(CA), such as DigiCert, Sectigo, GlobalSign, or equivalent. « inciudes Domain Vall

dation (DV) level encryption, - Supports TLS 1.2 and TLS 1.3 protocols, - Includes

free re-issuance, certificate managemaent poctal, and installation support. - Mir

mum 99 9% browser ublguity

S Purpose To secure browser-based access to the ARCHIVE system exposed over the eyl

net - Must ensure HTTPS encryption, man-in«the-middie (MITM) protection. and

user trust

g iy

PRETE | [ P
I siunw Gkl g cuudle jal

6/6



